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IP , IP
IP IP
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2.2
送信先ＩＰ 送信元ＩＰ バイト数 パケット数(KB) スループット(MB/s) ・・・
p1 172.16.X.Y  172.18.A.B 120 200 20
p2 172.16.X.Z  172.18.A.B 100 180 20
p3 172.16.X.Y  172.18.C.D 80 150 15
2.2:
p :< p.id, p.x1, . . . , p.xd > p.id
DDoS
IP
IP
n n
U = O1, . . . , On U k
n (n+ 1) On+1
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2.1:
ID y1 ・・・ yｌ x1 ・・・ xd
p1 p1.id p1.y1 p1.yｌ p1.x1 p1.xd
p2 p2.id p2.y1 p2.yｌ p2.x1 p2.xd
p3 p3.id p3.y1 p3.yｌ p3.x1 p3.xd
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2.2: Nj
ID
送信先 送信元 パケット数
スループット(MB/s) バイト数(KB)
1 X A 120 20 200
2 Y A 100 20 180
3 X B 80 15 150
4 Z C 200 10 300
5 Y B 50 25 120
6 X C 200 25 250
7 W A 300 20 400
IP X
IP X
IP X
O1 = X
O1
400 600 60
Nj Oi
y1
Oi Nj (partial value)
vi,j.x1, . . . , vi,j.xd Nj vi,j =
(vi,j.x1, . . . , vi,j.xd)
O1 = X, O2 = Y, O3 = Z, O4 = W
x1 : x2 : x3 : 2.2
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v1,j = (400, 60, 600), v2,j = (150, 45, 300), v3,j = (200, 10, 300),
v4,j = (300, 20, 400)
Nj p
vi,j p p.y1
U
On+1
(n+ 1) On+1 vn+1,j p
p U
Oi vi,j
p
Oi Nj
vi,j.xk =
∑
p.y1=Oi
p.xk (p ∈ SWj) (2.1)
SWj Nj
p
p
p p.y1 Oi
Oi vi,j vi,j.x1, . . . , vi,j.xd −p.x1, . . . ,−p.xd
2.2 p.id = 8 ID p.y1 = X(= O1)
p.x1 = 300, p.x2 = 20, p.x3 = 400 p8
p8 Nj
O1 vi,j (400, 60, 600) (700, 80, 1000) Nj
7 p1
vi,j = (580, 60, 800)
(Value)
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∑
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Vi vi,j d Vi = (Vi, x1, . . . , Vi.xd)
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ID fq kq ²q
q Oi Vi
fq(Vi) = fq(Vi.x1, . . . , Vi.xd) (2.3)
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N0 (3.1) T ⊆ U, |T | = k
∀Ot ∈ T, ∀Os ∈ U − T : Vt + ² ≥ Vs (3.1)
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k
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3.2.1
k k
DDoS
IP
N1, N2 2
O1, O2 N1 V1,1 = 9, V2,1 = 1 N2
V1,2 = 1, V2,2 = 3
O1, O2 V1 = 10, V2 = 4 O1 O2
O1
k 1
k k
k k
N1 V1,1 = 9, V2,1 = 1 N2 V1,2 = 1, V2,2 = 3
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N2 V1,2 ≥ V2,2 N2 1
k 1 O1
k
k
(adjustment factor)
Oi Nj δi,j
δ1,1 = −3, δ2,1 = 0, δ1,2 = 3, δ2,2 = 0
V1,1+ δ1,1 = 6, V2,1+ δ2,1 = 1, V1,2+ δ1,2 = 4, V2,2+ δ2,2 = 3
1 1
Nj k Ot
Vi,j k Os
k k
k
² k T ²
T
δ1,0, δ2,0, . . . , δn,0 V1,1 = 9, V2,1 = 1, V1,2 =
1, V2,2 = 3 O2 9
N2 V2,2 = 12 δ1,1 = −8, δ1,2 = 8
N2 ² = 3
V1 = 10, V2 = 13 V1 + ² ≥ V2 1
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O1
²
δ1,0 = −3 3
N2 δ1,2 = 11 N2
V2.2 V2,1
1
k
k
(3.2)
∀Ot ∈ T, ∀Os ∈ U − T, δt,0 + ² ≥ δs,0 (3.2)
m
n(m+ 1)
3.1
0 (3.3)
∀Oi,
∑
0≤j≤m
δi,j = 0 (3.3)
(3.3) (3.2)
3.3 k
3.1 3.1
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トップk集合
T
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k
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Oi N0
Nj δi,j k T
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Nj
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3.1: k
記号 意味
k
監視するモニタリングの数
ε ユーザーが指定する誤差
U
全てのオブジェクトの集合
Oi オブジェクト(i=1,…,n)
N0 コーディネータ・ノード
Nj 監視ノード(j=1,…,m)
Vi オブジェクトOiの値(value)
Vi,j 監視ノードNjにおけるオブジェクトOiの部分値(partial value)
δi,j 部分値Vi,jの調整因子(adjustment factor)
T 現在の近似トップk集合
R Resolutionに関わるオブジェクトの集合
N Resolutionに関わるノードの集合
Bj 監視ノードNjの境界値
(3.4)
∀Ot ∈ T, ∀Os ∈ U − T, Vt,j + δt,j ≥ Vs,j + δs,j (3.4)
(3.4)
(3.2) ∀Ot ∈ T, ∀Os ∈ U−T,
∑
1≤j≤m Vt,j+
∑
0≤j≤m δt,j+
² ≥∑1≤j≤m Vs,j+∑0≤j≤m δs,j (3.3)) Vt+ ² ≥ Vs
k T
k T
Resolution
3.3.1 Resolution
Resolution k
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kResolution Nj < Ot, Os >
(3.4)
( ) Oi F F 1
T 1 T
Resolution
Resolution
Resolution
[3] B.Babcock
Resolution 3
1
Nf (3.4) < Ot, Os >
Nf N0
(
) Oi F k T
Resolution R = F ∪ T R Oi Vi,f
Bf 2 3
Nj Bj (3.5) k
Resolution
2
Bj = min{min
Ot∈T
(Vt,j + δt,j), max
Os∈U−R
(Vs,j + δs,j)} (3.5)
23
2Nf N0
2 Nf , N0
(3.6)
∀Ot ∈ T, ∀Os ∈ R− T, Vt,f + δt,f + δt,0 ≥ Vs,f + δs,f + δs,0 (3.6)
(3.6) ∀Ot ∈ T, ∀Os ∈ U − T, Vt + ² ≥ Vs
k T
T Nf N0 Resolution R
Reallocation Reallocation
Reallocation Nf (3.4)
Nf Resolution
Nf N0 Nf
(3.6) Resolution 3
3
N0 Nj(1 ≤ j ≤ m)
Nf
Nj(1 ≤ j ≤ m, j 6= f) Nj Resolution
Oi Vi,j Bj Nf
Resolution 1
24
R Oi Vi,j
Oi Vi R Oi Vi
k T ′ T ′ k
k T Nj (0 ≤ j ≤ m) k T ′
Reallocation
k T ′
Resolution
Resolution 1 2
2 3 1+ 2(m− 1) +m =
3m − 1 Resolution
k
Resolution
3.3.2 Reallocation
Reallocation k Resolution 2
3
Resolution Reallocation Reallocation
Reallocation
Reallocation Resolution 3
k T ′ T ′ T ′
k T Resolution 2
k Resolution
k T ′ N
Resolution 2 N = {N0, Nf} Nf
25
Resolution
3 N = {N0, N1, . . . , Nm}
Reallocation Resolution R
Nj (1 ≤ j ≤ m) Bj Oi ∈ R Nj (1 ≤ j ≤ m)
Vi,j δi,j δi,0
Oi ∈ R Nj ∈ N δ′i,j
Reallocation Reallocation
(3.2) (3.3) Resolution
Reallocation Resolution
T ′ (3.4)
3.2.1
N1 V1,1 = 9, V2,1 = 1 N2
V1,2 = 1, V2,2 = 3 O1 O2
V1 = 10, V2 = 4 N2 1 O1 V1,2 1
O2 V2,2 δ1,1 = −2, δ1,2 = 2
δ1,2 1 1
V1 − V2 = 6
k Ot λt k
Ot λt N Vt,∗
(3.4)
6
δ1,1 = −5, δ1,2 = 5
V1,1 + δ1,1 = 4, V2,1 + δ2,1 = 1, V1,2 + δ1,2 = 6, V2,2 + δ2,2 = 3
V2,2 3 Resolution
3.2.1 δ1,1 = −3, δ1,2 = 3
N2 Resolution
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Reallocation
Nj (3.4)
Nj Resolution R
Bj δ
′
i,j = Bj − Vi,j
Resolution R Oi λi
Nj Nj Fj
Fj ∀j, 0 ≤ Fj ≤ 1,
∑
0≤j≤m Fj = 1 (Fj = 0 if Fj 6∈ N)
Nj Oj Fjλi
δ′i,j [3]
Vi,N Oi N
Vi,N =
∑
0≤j≤m, Nj∈N(Vi,j + δi,j) (Vi,0 = 0) BN
N R Oi
N0 BN =
∑
0≤j≤m, Nj∈N Bj (B0 =
max1≤i≤n, Oi∈U−R δi,0) ALGORITHM 3.1 REALLOCATION
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¶ ³
ALGORITHM 3.1 (REALLOCATION)
T ′;R; {Bj}; {Vi,j}; {δi,j}; {Fj}
{δ′i,j}
1. Oi ∈ R λi
λi =
 Vi,N −BN + ² if Oi ∈ T
′
Vi,N −BN otherwise
2. Oi ∈ R Nj ∈ N
δ′i,j =
 Bj − Vi,j + Fjλi − ² if Oi ∈ T
′, j = 0
Bj − Vi,j + Fjλi otherwise
µ ´
3.3.3
n
n n k 2
(3.4)
1 k
2
k
2 O(n)
O(n)
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k (m+ 1)n
O(mn)
3.4 2
k
B.Babcock k
2
Q
k
d
Nj Oi d p.x1, . . . , p.xd
p p
q fq = fq(x1, . . . , xd)
fq(p.x1, . . . , q.xd) Vi,j d
1
k
Q
k (3.4)
2 Q
k fq 3.2
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Q (3.4)
2 k
Q
トップk集合 トップk集合
・ ・ ・
クエリー q1 クエリーqQ・ ・ ・
T U-T T U-T
jN
3.2:
Nj pin
d
pin Nj
pin
pdel
pdel pdel Oi
q fq pdel
q (−1)
Nj Vi,j
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3.3
jN
レコードp
).,,.( 1 dq xpxpf K
>< di xpxpOp .,,.,: 1 K
スライディング・ウインドウ
分散トップkモニタリングのアルゴリズム
部分値の更新
削除
×(-1)
各クエリーqについて
).,,.( 1 dq xpxpf K
>< di xpxpOp .,,.,: 1 K
部分値の更新
各クエリーqについて
3.3: 2 k
2 k
Q
O(Qn) O(Qmn)
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4 2
k
2
k 3
4.1
2 k
k q
²q kq
N0 q (4.1)
Tq ⊆ U, |Tq| = kq
∀Ot ∈ Tq, ∀Os ∈ U − Tq : fq(Vt) + ²q ≥ fq(Vs) (4.1)
²q ≥ 0 ²q = 0
k
32
k3 k
4.2
k
2
k
k
4.1
x1 x2
Oi Vi (V.x1, V.x2) Vi
k Mouratidis [2]
k
k
33
Oi
p Nj vi,j p
p.x1, p.x2 vi,j
Badcock
Badcock
4.3
4.3.1
k
k k Mouratidis
[2] Mouratidis [2]
4.1 x1 x2
34
σ.x1, σ.x2 x1 0 x1 MaxV alue.x1
x2 MaxV alue.x2
c0,0 iσ.x1 < x1 ≤ (i+1)σ.x1 jσ.x2 < x2 ≤ (j +1)σ.x2
ci,j
x1
x2
MaxValue.x1
MaxValue.x2
4.1:
vi,j Oi Vi =
∑
j vi,j
x1 MaxV alue.x1 Vi.x1
x2 MaxV alue.x2
Vi.x2
x1 x2 MaxV alue.x1 MaxV alue.x2
σ.x1, σ.x2 σ.x1 = MaxV alue.x1/(x1
) σ.x2 =MaxV alue.x2/(x2 )
Mouratidis
Top-k Computation[2] k
35
4.3.2
Top-k Computation[2] q kq Tq
Tq q q.top score
Vi = (Vi.x1, Vi.x2)
q fq = a1x1+a2x2 fq(Vi) = a1Vi.x1+a2Vi.x2
q kq
4.2
Top-k computation q1
x1
x2
V
6
V
2
V
3
V
5
V
1
V
7
V
４
4.2:
kq1 Tq1 {O2, O3, O5} q2 kq2 Tq2 {O1, O3}
q1, q2 O5 O1
q1, q2 kq
4.3
V5 q1 kq1 V1 q2 kq2
q kq q
36
x1
x2
q1
q2
V
6
V
2
V
3
V
5
V
1
V
7
V
４
4.3:
x1
x2
q1
q2
v
6,j
v
2,,j
v
3,j
v
5,,j
v
1,,j
v
7,,j
v
4,,j
4.4: Nj
k kq
4.3 4
Q Q(Q+ 1)/2 + 1
kq R0 kq
RQ(Q+1)/2 Rr(0 ≤ r ≤ RQ(Q+1)/2)
Nj q
1/m
37
x1
x2
q1
q2
v
6,j
v
2,j
v
3,j
v
5,j
v
1,j
v
7,j
v
4,j
4.5: Oi Oi 1/m Nj
Nj kq
1/m 1/m
1/m
1/m
Nj 4.4 4.4
Oi 4.3 Oi
Top-k Computation[2]
k Oi
Oi 1/m Oi
Oi
Oi
38
4.3 Oi 4.5
k
4.3.3
Badcock
Top-k Computation Rr
Top-k
Computation
4.6
x1
x2
q1
q2
4.6:
39
1/m Rr 1/m
Nj Rr Nj
Rr vi,j
Nj
4.4 2
k
2 k
4.4.1
Nj n Oi
vi,j
FIFO Oi vi,j
Oi
4.7
40
Cx2
x1
q.id
q.id q.f ; q.k ; 
q.top_list
セルcの影響領域リスト
クエリー・テーブル
グリッド
q.f スコア関数
q.k モニタリングする数
q.top_list トップk集合
グリッドの大きさ：σ
4.7:
Oi Vi
k
ID
k
k
4.1
4.4.2
1.
2.
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4.1:
記号 意味
q
ユーザーが送信するクエリー
U
全てのオブジェクトの集合
Oi オブジェクト(i=1,…,n)
N0 コーディネータ・ノード
Nj 監視ノード(j=1,…,m)
Vi オブジェクトOiの値(value)
vi,j 監視ノードNjにおけるオブジェクトOiの部分値のベクトル
(partial value)
Tq クエリーqに対する現在の近似トップk集合
q.top_score クエリーqに対するトップk集合に属するオブジェクトの値のス
コアのうち最小のスコア
3. 2
k
4. Reallocation
5. k
Nj Oi
p 2 vi,j 2
Resolution
3 k
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4.4.3 k
k Mouratidis Top-k computation
[2]
Vi.x1 MaxV alue.x1 Vi.x2
MaxV alue.x2 x1
x2 σ.x1 = MaxV alue.x1/(x1
) σ.x2 =MaxV alue.x2/(x2 )
Top-k
computation
k
q k k
k Top-k computation
k
Top-k computation 4.8 7 × 7
4.8
q 1 V1 1
4.9 c6,6
c maxscore(c)
c6,6 maxscore(c6,6)
v′ v′′ v v′ v′′
43
1V
2V
x2
x1
6,6c
21111 .2.)( xVxVVf +=直線：
4.8: Top-k computation
c6,6
c6,6 maxscore(v
′) maxscore(v′′)
maxscore(v′) 2 c5,6
3 c6,5, c4,6, c5,5
Top-k computation ALGORITHM 4.1
44
v6,6c6,5c6,4c
5,6c5,5c
'v
''v
4.9: Top-k computation 2
¶ ³
ALGORITHM 4.1 (Top-k Computation(q))
q
Tq;
1. q.top score = −∞
2. Tq = NULL
3.
4.
While(( > q.top score) and )
{
1. ci,j
2. ci,j V
If(fq(V ) > q.top score)
then Tq
3. ci−1,j
maxscore(ci−1,j) ci−1,j
4. ci,j−1
maxscore(ci,j−1) ci,j−1
}µ ´
45
kci,j
k Tq k q.top score
Tq ci−1,j ci,j−1
q.top score
maxscore(c) ≤ q.top score c
4.8
4.4.4 Reallocation
Reallocation Top-k Computation
q kq kq
Rr Reallocation Rr
4.10 kq
q 4.10 q Rr ²q/2
q kq q.top score
(q.top score+ ²q/2)
Rr q kq
q kq
46
x1
x2
q1
q2
ε
ｑ１
/2
ε
ｑ２
/2
b
r.q1
b
r.q2 
lv
r.q1
lv
r.q2 
4.10: Reallocation
q 4.10
Rr q sr.q Vi
q lvr.q q ²q/2
q
lvr.q (q.top score+ ²q/2− sr.q) 4.10
q ²q/2
q q
1/2
Rr q
br,0.q br,0.q = (q.top score + ²q/2 + sr.q)/2 ²q/2
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Rr q δr.q δr.q
lvr.q/2
x1
x2
q1
q2
ε
ｑ１
/2
ε
ｑ２
/2
b
r.q1
b
r.q2 
4.11: Reallocation kq
kq 4.11
²q/2 kq
Rr 1/m Vi
Nj Rr
Nj br,j.q br,j.q br,0.q/m
vi,j Vi/m
1/m
Reallocation ALGORITHM 4.2
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¶ ³
ALGORITHM 4.2 (Reallocation)
Rr
1. q
1.1 q sr.q
1.2 br,0.q = (q.top score+ ²q/2 + sr.q)/2
1.3 lvr.q = q.top score+ ²q/2− sr.q
1.4 δr.q = lvr.q/2
2. q
2.1 q sr.q
2.2 br,0.q = (q.top score− ²q/2 + sr.q)/2
2.3 lvr.q = q.top score− ²q/2− sr.q
2.4 δr.q = lvr.q/2
Nj
Rr
1. br,j.q = br,0.q/m
Oi
1. vi,j = Vi/mµ ´
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4.4.5 Resolution
Reallocation
Resolution
x1
x2
v
i,j
4.12:
4.12 Nj vi,j Resolution
vi,j q br,j.q vi,j
Rr q (4.2)
fq(vi,j) ≤ br,j.q (4.2)
Resolution
Resolution
vi,j Rr r (4.2)
q Set q Set q vi,j
(fq(vi,j)− br,j.q)
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x1
x2
v
i,j
x1
x2
q1
q2
jN
0N
4.13: Resolution
4.13 vi,j
vi,j
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Resolution Nj
q Set q
δr,0.q vi,j
(fq(vi,j)− br,j.q) δr,0.q br,j.q
(fq(vi,j)− br,j.q)
(4.2) q Set
q q δr,0.q
(fq(vi,j)− br,j.q) (δr,0.q − (fq(vi,j)− br,j.q))
bv.q vi,j
(fq(vi,j)− br,j.q) bv.q 1/m
δr,0.q
Resolution ALGORITHM 4.3
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¶ ³
ALGORITHM 4.3 (Resolution ( ))
r; q Set; fq(vi,j)− br,j.q (q ∈ q Set)
q Set q
1. bv.q = δr,0.q − (fq(vi,j)− br,j.q)
2. If(bv.q < 0)
2.1 Resolution
2.2 Resolution
3. ∆.q = (fq(vi,j)− br,j.q) + bv.q/m
4. δr,0.q− = ∆.q
Nj
q Set q
1. br,j.q+ = ∆.qµ ´
Resolution
Resolution
ALGORITHM 4.4
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¶ ³
ALGORITHM 4.4 (Resolution ( ))
r; q Set; fq(vi,j)− br,j.q (q ∈ q Set)
q Set q
1. bv.q = δr,0.q − (fq(vi,j)− br,j.q)
2. If(bv.q > 0)
2.1 Resolution
2.2 Resolution
3. ∆.q = (fq(vi,j)− br,j.q) + bv.q/m
4. δr,0.q− = ∆.q
Nj
q Set q
1. br,j.q+ = ∆.qµ ´
Resolution
k
4.4.6 k
k
q (4.1) k Tq
4.14
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x2
q1
q2
ε
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ε
ｑ２
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b
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b
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ε
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q3
4.14:
4.14 q1.top score q2.top score q3.top score
Rr Rr q1 q2 kq
Rr {q1, q2} Rr.up q Set
Rr Rr.down q Set
q (1) kq kq
²q/2
(2) kq kq ²q/2
q (4.1)
kq Tq Ot
Ot Vt (1) Vt fq(Vt) ≥ q.top score− ²q/2
Tq Os Os Vs (2) Vs
fq(Vs) ≤ q.top score+ ²q/2 fq(Vt)+ ²q/2 ≥
q.top score ≥ fq(Vs)− ²q/2 q (4.1)
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4.14 kq ²q/2
Vi q
(4.1) Vi
Rr kq ²q/2
(4.3)
∀qu ∈ Rr.up q Set, ∀qd ∈ Rr.down q Set, Oi ∈ Rr.Node :
fqu(Vi) ≤ qu.top score+ ²qu/2 and fqd(Vi) ≥ qd.top score− ²qd/2 (4.3)
Rr.Node Rr
TopK Computation q kq
[2] Reallocation
, k
Nj Rr
(4.3) Resolution
Nj Rr (4.4)
∀qu ∈ Rr.up q Set, ∀qd ∈ Rr.down q Set, Oi ∈ Rr.Node :
fqu(vi,j) ≤ br,j.qu and fqd(vi,j) ≥ br,j.qd (4.4)
Vi =
∑
j vi,j
(4.5)
∀qu ∈ Rr.up q Set, ∀qd ∈ Rr.down q Set, Oi ∈ Rr.Node :
fqu(Vi) ≤
∑
j
br,j.qu and fqd(Vi) ≥
∑
j
br,j.qd (4.5)
Reallocation Nj Rr br,j.q =
br,0.q/m (4.5) fqu(Vi) ≤ br,0.qu and fqd(Vi) ≥ br,0.qd Reallo-
cation fqu(Vi) ≤ br,0.qu ≤ qu.top score + ²qu/2 and qd.top score − ²qd/2 ≤
br,0.qd ≤ fqd(Vi) (4.3)
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Reallocation δr.qu = qu.top score +
²qu/2−br,0.qu δr.qd qd.top score−²qd/2−br,0.qu
Nj br,j.q δr.q ∆
br,j.q ∆ δr.qu+
∑
j br,j.qu = qu.top score+ ²qu/2
δr.qd +
∑
j br,j.qd = qd.top score + ²qd/2 Algorithm 4.3
Algorithm 4.4 2 δr.qu ≥ 0
δr.qd ≤ 0 (4.3)
q (4.1) k Tq
4.4.7
Q kq 1
kq (Q− 1)
1 kq 2(Q−1)
2Q(Q− 1)
n Q
2Q(Q− 1) δr.q Q
kq
∑
q kq
O(n+Q2 +
∑
q kq)
n
(Q(Q + 1)/2 + 1) 2Q(Q − 1)
O(n+Q2)
3
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Q O(Qn)
O(Qnm)
q kq
O(n + Q2)
O(n + Q2)
n 10000 Q 1 10
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Resolution k
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5.2: Q Resolution
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5.2 1
Resolution 10000
Resolution 900 5.3
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5.4: Q
5.4
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